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Lost or Stolen Laptop | Mobile Device Policy
Purpose

Company and all of its employees are legally obligated to protect sensitive company data. If this data or the network and computer resources that contain it become compromised or threatened due to the loss or theft of a laptop or PDA the Company and its employees must immediately take steps to prevent or minimise the harm or damage that could result. 

In the event of a loss, these procedures anticipate the rapid execution of each step in order to minimise the impact of the loss.

Precautions

If you are a Company employee using a laptop to access the Company computer network or has files with sensitive company data on your laptop’s hard disk, you should always take the following precautions.

· Use a backpack instead of a computer carrying bag.  It is less noticeable to thieves.

· Don’t advertise that you’re carrying a valuable computer. Always keep your laptop with you and hidden.

· Your laptop should be set with a strong login password.

· As much as possible, you should access sensitive company data on the company network storage drives rather than storing a copy of the data on your laptop’s hard disk. 

· When off-site, use the company’s (VPN) facilities to access and work on files with sensitive data where applicable.

· If you absolutely must put sensitive company data on your laptop it should be encrypted.

· Do not allow others to use your company laptop or learn your password.

· Do not leave your laptop unattended.

· Consider using Internet accessible “cloud storage” for transporting sensitive documents on your trip. Store no sensitive documents on the laptop at any time while traveling, until they’re needed. Download them, edit and use them, then erase them when unneeded.

· Disable file and printer sharing in your laptop while traveling. On your office or home network, file and printer sharing may be essential, but, while traveling, they make your laptop vulnerable to unauthorized access.  Public wired and wireless networks, including those in hotels, coffee shops, etc., are not secure!
Report Loss or Theft Immediately to 2Gen and or Company Management 

· When a laptop is lost or stolen, immediately call 2Gen at (617) 56767420.

· If the laptop is lost or stolen while off-site, also file a police report with the appropriate local authorities.

· 2Gen will, among other things, reset the user’s password and block all access to network resources, including e-mail.

· If there was a potential compromise of sensitive information or exposure of network resources, 2Gen may confer with appropriate company officials and/or legal counsel, coordinate notification to affected individuals, and report the incident to state or federal agencies and the media as required.
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